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Introduction
NY DFS issued $63.3 million in Part 500-related penalties 
across six major enforcement actions in 2024-2025 (through 
September 2025, at the time of this publication), representing 
the most aggressive cybersecurity enforcement period in the 
regulation's history. These actions affected over 200,000 
New York consumers and established critical precedents for 
multi-factor authentication, incident reporting, and board 
governance requirements.
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2024
Major enforcement actions by year

Root Causes: Backend security failures on public-facing 
website, inadequate monitoring systems, insufficient 
system review despite industry warnings, vulnerabilities 
in agents' quoting tools 

Travelers Specific Part 500 Violations: 

• Section 500.3(d): Failed to enforce cybersecurity 
policies (aware of credential sharing but didn't 
prevent it) 

• Section 500.7: Failed to implement multi-factor 
authentication on agent portal

Root Causes: Password-only protection without MFA, 
policy implementation failures, detection gaps (breach 
undetected for 7+ months until third-party alert) 

Unique Elements: Joint enforcement with NY Attorney 
General, coordinated industry-wide attack context 
during COVID-19, fraudulent use for unemployment 
claims, first major case highlighting agent/broker system 
vulnerabilities 

GEICO and Travelers Insurance 
Companies - November 25, 2024
The largest Part 500 enforcement 
action to date 
Companies: Government Employees Insurance 
Company (GEICO) and The Travelers Indemnity 
Company  

Total Combined Penalties: $11.3 million 

• GEICO: $9.75 million ($5M to DFS, $4.75M to NY AG) 

• Travelers: $1.55 million ($1.2M to DFS, $350,000 
to NY AG) 

Consumers Affected: More than 120,000 New Yorkers

Incident Dates: November 2020 - April 2021 

GEICO Specific Part 500 Violations: 

• Section 500.2: Failed to implement adequate 
comprehensive cybersecurity program 

• Section 500.5: Failed to perform regular risk 
assessments (most recent from 2018, limited scope) 

• Section 500.7: Failed to limit user access privileges 
and implement robust access controls 

• Section 500.9: Inadequate risk assessment 
methodology 

Genesis Global Trading, Inc.
- January 12, 2024 

Company Type: Virtual currency trading platform  

Total Penalty: $8 million (surrendered BitLicense)  

Part 500 Violations: 

• Failed to conduct adequate cybersecurity risk 
assessment until December 2022 

• Risk assessment was not comprehensive and didn't 
identify areas requiring improvement 

• Failed to address asset inventory and device 
management requirements 

• Lacked sufficient business continuity/disaster 
recovery procedures 

• Employees not trained on BCDR policies, no annual 
testing 

• Incomplete data classification policies affecting 
access controls

Note: Mixed enforcement involving both Part 500 and 
virtual currency regulations 
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2025
Major enforcement actions by year

Precedent-Setting Elements: First enforcement 
emphasizing data retention policy requirements, strict 
72-hour reporting timeline enforcement, penalties for 
false compliance certifications

Healthplex, Inc. - August 14, 2025 

Company Type: Licensed dental insurance management 
services provider  

Penalty: $2 million  

Consumers Affected: 89,955 individuals (over 100,000 
compromised emails)  

Incident Date: Late 2021 phishing attack

Specific Part 500 Violations: 

• Section 500.12(b): Failed to implement multi-factor 
authentication for Microsoft Office 365 after system 
migration 

• Section 500.13: Did not maintain data retention and 
disposal policy for nonpublic information 

• Section 500.17(a): Failed to notify DFS within 72-
hour requirement (delayed over 4 months) 

• Section 500.17(b): Improperly certified compliance 
for 2017-2021 despite material deficiencies 

Root Causes: System migration security gaps, absence 
of email retention policies (12 years of emails accessible), 
inadequate incident response procedures 

Remediation Requirements: Must hire independent 
auditor to examine MFA controls adequacy 

Block, Inc./Cash App 
- April 10, 2025 

Penalty: $40 million (mixed violations) 

Key Part 500 Elements:

• Cybersecurity policies not reviewed by Block's 
board 

• Incomplete Business Continuity and Disaster 
Recovery plans 

• Failure to maintain adequate board-reviewed third-
party cybersecurity policies 

Additional Requirements: Must hire independent 
monitor 

Additional 2025 Action: PayPal 
Penalty: $2 million (early 2025)  

Context: Settlement for 2022 incident involving 
personnel and training failures leading to exposed Social 
Security numbers 

NY DFS Part 500 Cybersecurity Enforcement: Complete 2024-2025 Analysis  | © 2025 Reversec



5

NY DFS enforcement evolution 
under superintendent Harris 

Under Superintendent Adrienne A. Harris, the Department 
has shifted to continuous, risk-based supervision. 
Cybersecurity is embedded in routine examinations, and 
supervisors augment onsite work with outside-in 
scanning and sector telemetry to identify exposed 
services, weak authentication, and misconfigurations 
before adversaries exploit them. DFS triangulates 
examination responses, incident filings, and shared threat 
intelligence to detect patterns such as 
credential-stuffing against consumer portals or insecure 
broker logins. The objective is early risk reduction, not 
post-incident cleanup.

engineering in SIEM and EDR. Where telemetry shows 
long dwell time or lateral movement, DFS expects rapid 
remediation as well as durable changes to playbooks and 
architecture. 

Proactive enforcement and 
supervision approach 

DFS uses a tiered escalation model that prioritizes actual 
risk over paper compliance. Repeated MRAs, anomalous 
incident trends, third-party compromises, or credible 
indicators of compromise can trigger immediate 
directives or formal investigations. Investigations test 
operational reality: complete MFA coverage, RBAC and 
privileged-access controls, vendor segmentation and 
network isolation, and the quality of detection

Risk-based escalation and 
investigations 

The 2023 Second Amendment to 23 NYCRR Part 500 
materially raised accountability. A single prohibited act 
can constitute a violation, and any material failure to 
comply for a 24-hour period is expressly a violation, 
resolving debates about temporary lapses. The 
amendments also created a Class A category for large 
institutions with heightened obligations, including 
independent audits of the cybersecurity program, 
stronger vulnerability management, and enhanced 
privileged-access controls. Ransomware-related 
extortion payments must now be reported within 24 
hours, with a 30-day follow-up analysis. 

Regulatory amendments sharpening 
accountability 
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Rulemaking is matched with practical guidance. DFS has 
issued advisories on social engineering, 
deepfake-enabled fraud, and sanctions-risk spillovers 
from geopolitical conflict, and maintains a Cybersecurity 
Resource Center with timelines and implementation 
guides. Core disciplines are emphasized: documented 
risk assessments, disciplined patching for high-severity 
CVEs, phishing-resistant authentication for high-risk 
roles, cloud hardening, and exercised playbooks. 
Institutions are expected to operationalize these 
controls, not merely document them. 

Guidance and sector hygiene 

Consent orders in 2024–2025 reveal recurrent failure 
modes. Incomplete MFA coverage—especially for cloud 
email after a migration—continues to be a primary root 
cause; planned rollouts that leave production identities 
unprotected have drawn penalties. Late or incomplete 
incident notifications, including breaches of the 72-hour 
rule, are charged independently of the event. Weak 
third-party risk management also recurs, including agent 
or broker portals without strong authentication and 
vendors with excessive privileges. Inaccurate annual 
certifications have been treated as separate violations. 

Enforcement themes and common 
failure modes 

The Department has prioritized sectors with high-value 
data and complex ecosystems. In insurance, weaknesses 
in online quote tools enabled automated harvesting of 
driver-license data; a coordinated action with the 
Attorney General produced an $11.3 million resolution and 
mandated hardening of public-facing portals. In health 
and dental insurance, DFS imposed a $2 million penalty 
for failing to enforce MFA on cloud email and for a 
months-long delay in notification. In virtual currency and 
payments, DFS levied penalties and imposed monitors or 
remediation requirements on firms that failed to maintain 
effective cybersecurity programs or to file accurate and 
timely notices. These matters demonstrate an emphasis 
on preventing consumer harm and reducing systemic 
risk. 

Sector focus and notable actions 

As remaining amendment deadlines arrive in late 2025, 
examinations will emphasize evidence of execution. 
Boards should expect substantive CISO reports reflected 
in minutes and decisional memoranda, along with clear 
RTO/RPO assumptions for cyber scenarios. Class A 
entities will undergo independent audits; repeat findings, 
missed remediation SLAs, or stale risk acceptances will 
trigger further scrutiny. Supervisors will look for complete

What to expect through 2026 

MFA coverage with phishing-resistant methods for 
admins and developers, asset inventories tied to 
continuous monitoring, and vulnerability SLAs for critical 
CVEs. Cloud configuration baselines and third-party 
segmentation will be frequent drill-downs. 

New York continues to shape national baselines. Many 
jurisdictions have adopted insurance-sector 
cybersecurity statutes modeled on Part 500, and other 
regulators increasingly cite DFS’s combination of 
risk-based supervision, clear reporting triggers, and 
meaningful penalties. For executives and security leaders, 
the implication is straightforward: align to zero-trust 
architectures, document risk decisions, and maintain 
audit-ready evidence of control effectiveness. Programs 
built on these principles are better positioned to 
withstand both adversary TTPs and regulatory scrutiny. 

National impact 
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Conclusion

The 2024-2025 period represents a watershed moment in NY DFS 
cybersecurity enforcement, with $63.3 million in penalties establishing 
critical precedents for multi-factor authentication, incident reporting, and 
board governance. The combination of Second Amendment implementation 
and Superintendent Harris's proactive enforcement philosophy has 
fundamentally transformed the regulatory landscape, moving from reactive 
compliance checking to comprehensive risk management oversight. 

The enforcement pattern reveals DFS's strategic focus on operational 
excellence rather than documentation compliance, with penalties reflecting 
the enhanced requirements and governance standards. As the remaining 
Second Amendment deadlines approach through November 2025, covered 
entities should expect continued aggressive enforcement, particularly 
around Class A company requirements, AI-related risks, and comprehensive 
asset management systems. 

The evolution positions NY DFS as a global regulatory leader in cybersecurity 
enforcement, with its comprehensive approach serving as a model for 
federal agencies and other state regulators while maintaining unwavering 
focus on protecting New York consumers' sensitive financial and personal 
information.

Contact us

Contact us
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About Reversec
Reversec, a new name in cybersecurity consulting, helps organizations 
worldwide tackle their most complex cybersecurity challenges.

With a focus on continuous research, practical solutions and knowledge 
sharing, Reversec’s findings provide the rationale behind informed security 
decisions.

With over 30 years of experience, Reversec brings together the expertise of 
renowned companies MWR Infosecurity, F-Secure, WithSecure, Digital 
Assurance, nSense, and Inverse Path.

Reversec.com

https://www.reversec.com/
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