
Connecting the Dots:
Shared Requirements of 
ISO 27001, NIS2, DORA and DFS
What do ISO 27001, NIS2, DORA and DFS 
have in common? A lot actually.

Authors:
Antti Laatikainen, Ondrej Doubek 
Richard Suls and Jarkko Mattsson

A Reversec Whitepaper



Contents

Introduction: Connecting the dots 3

ISO 27001 and the Big Three Regulations 4

Mapping the ISO27001 and the regulations 9

How Reversec can help 19

Shared Requirements of ISO 27001, NIS2, DORA and DFS  | Reversec © 2025



What do ISO 27001, ISO 27001, NIS2, DORA and DFS have in common? A lot actually.
We’ve mapped out the shared requirements for you.

Connecting the Dots
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The cybersecurity landscape is facing a tsunami of
regulations, as governments worldwide work to respond to
increasingly complex and frequent cyber threats, data
breaches, and national security worries. From sectors
ranging from finance to critical infrastructure, CISOs across
the globe now feel they must navigate an increasingly
complex web of compliance requirements that vary by region
and industry. But at the end of the day, the basic
requirements are pretty much the same in all the main
regulations, they’re just formulated a bit differently.

This whitepaper is your guide to navigating the storm. In it, we
will highlight how regional initiatives and regulatory packages
might affect your business, how you can strategically meet
these requirements, and how we can help.

We’ve selected the ISO 27001 standard along with three key
regulations: the Network and Information Security Directive 2
(NIS2), the Digital Operational Resilience Act (DORA), and the 
NYDFS Cybersecurity Regulation (DFS). We asked four of our top 
experts to weigh in on their practical implications and areas of 
application. In Chapter 2, we’ve mapped out the common 
security policies, controls, and activities into one comprehensive 
table to help you kick-start your security risk management 
journey.
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The big secret about regulations 
is that they are all essentially 

the same.



Chapter 1:
ISO 27001 and the Big Three Regulations: 
DORA, NIS2, and DFS

DFS: 
New York State

Figure 1. Regulations by region

DORA:
European Union

NIS2:
European Union

ISO 27001: 
Global 

Shared Requirements of ISO 27001, NIS2, DORA and DFS  | Reversec © 2025



5

What is DORA and to whom does it 
apply?

The Digital Operational Resilience Act (DORA) is a 
European Union cybersecurity regulation applicable to all 
financial organizations with operations in EU member 
states. Its goal is to ensure that financial entities within 
the EU can withstand and recover from all types of ICT-
related disruptions and threats. It came into force in 
January 2023, and compliance with most of its provisions 
have been mandatory since January 2025. The 
consequences for non-compliance range from financial 
penalties and public reprimands to restrictions on 
business operations.

DORA’s key focus areas include risk management, 
incident reporting and digital operational resilience 
testing. Financial institutions must conduct regular self-
assessments and independent audits of their ICT risk 
management frameworks. So, what do these 
requirements mean in practice? Check out the chart in 
Chapter 2.
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https://www.digital-operational-resilience-act.com/
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What is NIS2 and to whom does it 
apply?

NIS2 is the updated version of the original NIS Directive 
(NIS1), adopted 2016 as the first EU-wide cybersecurity 
law. NIS2 was updated in 2022 and enacted into law in 
2024 to strengthen cybersecurity across member 
states. It’s the regulation for all the critical infrastructure 
in EU countries.

Naturally, all those industries run on IT or at least need 
support from IT systems to function. NIS2 enforces a set 
of minimum-level cybersecurity and cyber hygiene 
regulations that these organizations need to consider in 
their operations.

For organizations that need to comply, requirements like 
regular risk assessments, encryption, audits and security 
reviews are now mandatory. NIS2 mandates that initial 
incident reports must be submitted within 24 hours, and 
a more comprehensive report within 72 hours. NIS2 
significantly extends cybersecurity obligations to 
suppliers and third-party vendors, requiring measures to 
mitigate risks associated with third-party relationships 
and ensure a robust cybersecurity posture across the 
supply chain.

Authorities now have more oversight and can conduct 
audits, issue binding instructions and impose sanctions. 
Non-compliance can result in harsh penalties like fines of 
up to €10 million or 2% of a company’s global turnover.

The European approach to NIS2 and other regulations 
emphasizes accountability and prevention. CEOs and 
senior management are held responsible for their 
organization's cybersecurity measures, requiring them to 
oversee, approve, and be trained on these measures to 
address cyber risks effectively. CISOs must implement 
best practices to achieve the same goals. The growing 
threat landscape and NIS2's focus on prevention place 
significant additional pressure on CISOs in organizations 
that need to comply.

Figure 2. NIS2 industries
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https://eur-lex.europa.eu/eli/dir/2022/2555/
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What is DFS and to whom does it 
apply?

The DFS Cybersecurity Regulation (23 NYCRR 500) is a 
set of cybersecurity requirements issued by the New 
York State Deparent of Financial Services (NYDFS). It 
applies to financial institutions, including banks, 
insurance companies, and other financial service 
providers operating under NYDFS supervision. This 
includes non-US organizations licensed in the state of 
New York. It is designed to protect consumers and 
ensure the safety and soundness of the institution, as 
well as New York State’s financial services industry. To 
that end, supervised entities must assess their 
cybersecurity risk profiles and implement a 
comprehensive plan that recognizes and mitigates that 
risk.

The DFS was one of the first U.S. regulations to mandate 
specific cybersecurity measures for financial institutions. 
It first came into force in 2017 and has been amended 
since then. The final compliance deadline is November 
2025, and non-compliance can lead to regulatory fines, 
penalties, and reputational damage. This regulation has a 
tiered structure in its new amendment – the 
Cybersecurity Regulation 500. Some requirements apply 
to all firms, while others are specific to Class A 
companies with over one billion dollars in assets or a 
certain number of employees.

One key change is making the C-suite more accountable 
for security measures, ensuring they are signed off and 
tested. This addresses the previous lack of 
accountability. The DFS sets rules for incident reporting 
and emphasizes preparedness with measures like 
tabletop exercises and crisis management drills. These 
amendments show DFS' proactive approach to improving 
cybersecurity readiness.

THE CHALLENGES FOR CISOs

The DFS specifically mandates that CISOs report issues 
directly to them, necessitating new incident reporting 
mechanisms, including forming internal reporting bodies 
and new communication channels. CISOs also face the 
challenge of collaborating with their legal teams to 
determine what needs to be reported and what doesn’t. 
This often requires an increase in staffing for CISOs and 
their teams.

The DFS requirements now mandate that CISOs 
understand their SaaS vendors' activities more deeply. 
Previously, it might have been sufficient to ask a vendor to 
complete their annual tabletop exercise or share security 
assessments of their products. However, the new 
requirements mean you must actively source this 
information, maintain it as part of your inventory, and 
demonstrate that you are effectively managing both your 
own cybersecurity measures and those of your vendors.
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https://www.dfs.ny.gov/industry_guidance/cybersecurity
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What is ISO 27001 and to whom 
does it apply?

ISO 27001 is the leading international standard focused 
on information security. First developed in 2005 by the 
International Organization for Standardization (ISO) and 
the International Electrotechnical Commission (IEC), it 
helps organizations of any size and any industry protect 
their information in a systematic and cost-effective way 
through the adoption of an information security 
management system. The most recent update was in 
2022.

Unlike the other regulations outlined here, ISO 27001 isn’t 
legally mandatory. It is, however, considered one of the 
most highly-respected standards for information 
security management systems.

While all of the standards we’ve covered here have a lot 
in common when it comes to steps you need to take to 
be compliant, it’s fair to say that ISO 27001 is one of the 
easiest to implement. Because it’s so well-structured, 
knowing what you need to do to comply is less 
complicated than it can be with others.

If you choose ISO 27001, the first challenge is to set the 
policies that will comply with the requirements. That 
means ensuring everyone across your organization 
knows how they need to behave to keep the company 
safe. And oftentimes, that’s the easy part. Setting 
policies is one thing, but ensuring people in your 
organization stick to them is another. As a CISO, you 
must ensure that any policies work within your company 
culture while not disrupting your company’s operations.

Another challenge is proving that your organization does 
what your policies say. If an auditor comes and asks to 
see your password policy, you’ll also need to prove that 
you’re able to detect if people within your organization 
aren’t conforming. However, if you stick to the list of 
requirements, ensure that following them is something 
your organization understands and commits to, and if 
you stay on top of regular security checks, the 
challenges around ISO 27001 are easy to manage.
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https://www.iso.org/standard/27001
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Chapter 2
Mapping the ISO27001 and the regulations 

We’ve mapped out the common requirements of the three key regulations and the 
ISO 27001 standard to help you kick-start your security risk management journey.

As cybersecurity regulations proliferate, organizations 
now must navigate a maze of new proactive and reactive 
cybersecurity requirements and guidance. The good 
news is that many of them overlap, and there are several 
common security policies, controls and activities that all 
of them require you to fix to be compliant.
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Let's meet all your compliance requirements together.

Our security and risk management experts are experienced in assessing 
and implementing a wide range of security standards and regulations. We 
provide hands-on support to organizations of all sizes, helping you meet 
regulatory requirements through:

• Regulatory Assessment and Current state analysis: Evaluate your 
current security posture and identify areas needing improvement.

• Customized Compliance Roadmap: Develop a tailored plan to achieve 
compliance based on your specific needs.

• Implementation Support: Assist in executing necessary security 
controls and IT improvements.

• Risk Management and Cybersecurity Strategy: Create a robust strategy 
to manage cyber risks and align with regulatory demands.

• Employee Training: Educate your staff on regulatory requirements and 
best practices.

• Continuous Testing, Monitoring, and Improvement: Ensure ongoing 
compliance and adapt to new threats and regulations.

• Audit Preparation and Support: Help you prepare for audits and provide 
support during the process.
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Chapter 3
How Reversec can help

Regulations can mandate that 
policies be built. But there's no 

regulation on Earth that can 
mandate that teams actually read

and understand them.



Reversec.com

http://www.reversec.com/
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